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KevinZonda CAS ✳榫䧗⶟ 

0x00 ⯥䬠 
CAS⪓燢 Central Authentication Serviceⷊ╈㜆ꈶ儹僜ⱷ佭 KevinZonda I2XS

IIXSInternal Information eXchange System⫂鼨⟔䕜◬䩦硍簊氳劭䑐篯♭ն阻

阞氳泘氳佭✳䐂⫂鼨硍簊䦦僗簊┉氳ꈶ儹僜ⱷն 
 

 
Figure 1. KevinZonda System鼨⮇篯♭⪩硍炐䙬㎂ 

CAS 逈阻阞╙仰䚊⴬Seamlesslyꈶ儹♔⹖ꪝ➈⪍䌋Non-invasive꥘䡗♔䬠ⶍ榫

䢓⛮뀰ն 
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0x01 榫䢓䧗⶟ 
鵠䅻全陱✃┘꧎金䥵䑐 CAS 氳㰇㏇䎎┦☢䎎꧎金鲽车ꈶ儹休CAS⚢䬠炐✃ն 
 

氨ꡯlogin⚢金姳✃鰟⪍✃氳榫䢓⺳Username┚㳢溞Passwordն 

㵒◇꧎金 CAS氳僜ⱷ❇㞝https://cas.kevinzonda.com㏇✃阼ꠋ⺵⚢ꄆ㲋⺸舘㞝

┖ꛔ䫙 
https://cas.kevinzonda.com/cas/login?redirect=/ 

篍荈鼨⮇╙ URIն 
 

氨⭴logout䇜ꪝ佭舅ⲁ氳✃꧎金阼ꠋ院 URL ┖ URI ╙ /cas/logout 氳㏐㏥♔氨

⭴ն♔✃塜㏇阼ꠋ https://cas.kevinzonda.com/demo/emo?edwhi ╙❇✃꧎金阼ꠋ㞝

┖ꛔ䫙♔㱮䡗氨⭴ 
https://cas.kevinzonda.com/cas/logout 

 

⚠ 嫱䙬㵒◇✳榫⪝⪦僜ⱷ氳阞畀儬僜ⱷ✃꧎金㏇㱮䡗䄄⛼⺵氨⭴✃氳額䢓♔⟊䥉

額䢓㱧⪓ն 
 

⚠ 嫱䙬榺◇阻阞⸊㍕夷┉╄┘⺱氳粠珇⚢逈䪧◀┘⺱氳 CAS♑撿CAS Token

鲹䙬⽏浔氨⭴┉╄粠珇┘⚢䏆⿏⪭☽粠珇氳ն❇㞝✃㏇ a.kevinzonda.com完

b.kevinzonda.com氨䎓▽✃氳額䢓氨⭴⪭╈┉╄┘⚢䏆⿏⺁┉╄ն㞝冽✃꧎金氨⭴

䢦僗粠珇陴✳榫⪓鼨氨⭴Ⱶ耇ն 
 

氨⭴⪓鼨logoutall⚢嫱ꛖ✃⪓鼨氳額䢓氨䎓陴✳榫 /cas/logoutall ♔氨⭴⪓鼨 
https://cas.kevinzonda.com/cas/logoutall 

 

⟤䷊㳢溞⮟꧎金✃阼ꠋ♳⛰ⴎ⻡僗 CAS 阡阾氳粠珇阼ꠋ⪭ URI ╙ /cas/password 氳

㏐㏥䇜劯䩺䧗炐♔⟤䷊❇㞝 
https://cas.kevinzonda.com/cas/password 

 

鸆䑬㳢溞佭䷨䚊氳㞝萴✃䑬阭▽✃氳㳢溞陴┚留杼⼥纭硍ն 
 

夷╄榫䢓⚢逈顲◀㵒䈒氳榫䢓篯Groupն┘⺱榫䢓篯僗┘⺱氳儹꡿ն泘⯥榫䢓篯겖

睧䈲䫝⯆╙ Host 篒ն 
 

https://cas.kevinzonda.com/demo/emo?edwhi
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㞝冽 CAS ┚✃泘⯥阼ꠋ氳건ꪫ⫿狰Conflict▽❇㞝✃꧎金阼ꠋ 

/cas/password?user=xxx縡⪭逈 CAS ♏杼㏇氨䎓䗯⬅┖✃꧎金㏇⪭ Query 㚲㘍ⱶ

剝阭FlagKEVINZONDA_CAS_IGNORE=true♔阦 CAS陃⮷✃氳陴姳ն❇㞝 
/cas/password?user=xxx → /cas/password?user=xxx&KEVINZONDA_CAS_IGNORE=true 

/cas/password → /cas/password?KEVINZONDA_CAS_IGNORE=true 


